DEPARTMENT OF THE ARMY 

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND 
FREEDOM OF INFORMATION/PRIVACY OFFICE 
FORT GEORGE G. MEADE, MARYLAND 20755-5995 



REPLY TO 
ATTENTION OF: 

October 3, 2001 

Freedom of Information/ 
Privacy Office 



Mr. John Young 
CRYPTOME 
251 West 89 th Street 
Suite 6E 

New York, New York 10024 
Dear Mr. Young: 

a. Your Freedom of Information Act (FOIA) request of March 29, 2001, for records 
concerning various dossiers. Your request was received in this office on April 1 8, 2001 . 

b. Our letter of April 20, 2001, informing you that additional time was needed to review the 
records and we were unable to comply with the 20-day statutory time limit in processing your 
request. 

We have conducted checks of the automated Defense Clearance and Investigations Index and 
a search of the Investigative Records Repository to determine the existence of Army intelligence 
investigative records responsive to your request. 

We have located the enclosed records pertaining to American Embassy Moscow USSR, 
ZF010164W. We have completed a mandatory declassification review in accordance with 
Executive Order 12958. As a result of this review, it has been determined that the information 
no longer warrants security classification protection and is partially releasable to you. Fees for 
processing this request are waived. 

Since the release of some of the information deleted from the records would result in an 
unwarranted invasion of the privacy rights of the individuals concerned, this information is 
exempt from the public disclosure pursuant to Title 5 U.S. Code 552 (b)(6) of the FOIA. 
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The withholding of information by this office is a partial denial of your request. This denial is 
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army 
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence 
investigative and security records under the FOIA. You may appeal this decision to the 
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your 
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the 
60 day period, the case may be considered closed; however, such closure does not preclude you 
filing litigation in the courts. 

During the processing of your request, information was disclosed which originated with other 
government agencies. This office has no authority to release these records and they are being 
referred, along with your request for appropriate action under the FOIA, and direct reply to you. 

We regret the quality of some of the pages within the enclosure; however; these are the best 
copies obtainable. 

We are continuing to process your request for records regarding other titles you have 
requested and will respond to you by separate correspondence when our action is complete. 

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677- 
4742. Please refer to case 740F-01. 



Sincerely. 




Russell A. Nichols 
Chief, Freedom of Information/ 
Privacy Office 



Enclosure 



■-* - -» 



b 



THIS MUST REMAIN TOP DOCUMENT 



ISSIER NO. 




As of SEP 1* 1979 all material included 

[Date) 

in this file conforms with DA policies currently 
in effect. 
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1A (HQ) Form 2214 Eeplaces MIIA Tu 315, 1 Jim 75, which may be 

(1 Sep 78) used until supplies are exhausted. 



Freedom of Information Act/Privacy Act 
Deleted Page(s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 



Information has been withheld in its entirety in— 

► 

accordance with the following exempt ion ( s ) : 



It is not reasonable to segregate meaningful portions of the 
record for release. 



Information pertains solely to another individual with no 
reference to-, you and/or the subject of your request. 



Information originated with another government agency. It has 
been referred to them for review and direct response to you. 



Information originated with one or more government agencies 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 
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United States Department of State 




Washington. /).('. 



>0520 



Case Control No. 20103999 



Mr . John Young 
Cryptome . org 

251 W. 89 th St., Suite 6E 
New York, NY 10024 

Dear Mr. Young: 

I refer to your letter to the United States Army 
Intelligence and Security Command dated March 29, 2001, 
requesting the release of a number of documents under the 
Freedom of Information Act (Title 5 USC Section 552) . The 
Intelligence and Security Command referred the attached two 
State Department documents to us for our concurrence in 
their release. We have reviewed both documents and have 
determined that they may be released. 




Sincerely, 



Director 

Office of IRM Programs and Services 



Enclosures : 
As stated. 
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TO 




SY/FAS - Mr. Morton 
from :INR/RES/$OV - Mark S. Ramee 

subject: Surveillance in the Soviet Union 
A" ^Introduction 



-ONE COPY ONLY 
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date; ' A .»£ 

September 15, 1972 



f\ . This report summarizes the experiences of »>ne Embassy Officer with 

^-""Soviet security agents during trips to twenty »viet cities in 1970-1972. 
A is^ It examines techniques employed, convenient -me ■ :»ods of detection and coping, 
I s> /^^and regional differences noted throughout the :vvtet Union. Experiences 
\\ ? of other Embassy officers with different responsibilities during this same 

I j period will be different and often even contradictory.. This paper does 
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: not purport to present an authoritative overall picture of Soviet surveillance 
techniques; rather,- it seeks to convey one par t 'cular* set of " experiences 
in order "to provide seme general impressions of the type of surveillance 
which American diplomats may routinely expect throughout the Soviet Union. 
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Surveillants and Plants 



It is a rare trip within the Soviet Unior which transpires without rather 
clear evidence of surveillants and at least ore plant. "Surveillants" follow 
travelers in order to keep tabs on them and, i\h^n necessary, to frighten or 
alert local Soviets as to the imminent dangers posed by the situation. "Plants 
are security agents who represent themselves es legitimate local Soviet citizens 
They contrive to meet or be met by the visitors and strike up an acquaintance. 
More often than not, the primary purpose of the plants encountered appeared 
to be simply occupying the visitors' time, t/bi It keeping close track of the 
activities. Such plants rarely probed, remaining content instead simply to 
make note of whatever interest the visitors themselves might express in 
particular areas. (More sophisticated or comprehensive security methods in- 
volving electronics, provocations and the likx are beyond the purview of this 
paper). 



r- 



Spotting a Surveillant 



After a brief exposure in trie Soviet Union, it is generally embarrassingly 
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easy to spot physical surveillants during trips to the various republics. 
On foot, they tended to follow behind at a distance appropriate to the 
circumstances closer in a crowd, farther back on ^an -empty street, etc. 
Occasionally they walked ahead of their charges, turning off on a side * 
street after a while only to resume surveillance fr*t>m behind or to defer 4 ^ 
to partners. Although younger to middle-aged men comprised the majority of 
surveillants, women were also employed frequently. Most republics seemed , 
to TncTude a fafr~nuffiber~ of Toc^"'^on-Russ't"arriTatto?iats' tTrlhes^effor ts;; 
Indeed, in those cases where Russians were used for -surveillance in non- ' 
Russian environments, their presence was- painfully obvious. Surveillance by 
automobile was employed often when covering wnlking targets (in support of 
surveillants on foot), frequently when covering targets on trolleybus, bus 
or streetcar, and always wh£n covering a target "automobile. Three males in 
an inconspicuous Volga comprised a typical automobile team. Dress generally 
v/as typically Soviet: an open shirt, oftenwith a_suitcoat, in summer; a 
.fur hat and ordinary greatcoat in winter. On? Soviet surveillant from the 
thick, concrete, double-doored Soviet Trade Mi-ssion.in Helsinki followed 
the reporting officer into Stockmans Department Store wearing typical Soviet 
_clothing with the utterly incongruous exception of a_flashy blue Finnish- 
scarf . 

* 

Skills at unobtrusive surveillance varied widely throughout the republics. 
As a. general rule, the larger cities had more adept personnel in this regard 
than the smaller ones, with Kiev constituting a major exception. In addition, 
the less developed areas much of Central Asia, some of the Caucasus, anc 
the more remote autonomous republics — seemed to deploy less discreet 
surveillants, or to care less about possible detection. In general, maint?ining 
contact definitely appeared more important than possible detection. Kov/ever, 
the appearance of discretion remained an important principle, if not the 
reality. Even in cases where the surveillants must have realized that 
detection v/as unavoidable, they generally retained their composure and pro- 
ceeded as if the circumstances were entirely normal. 



Spotting a Plant 

While there are few cases when one can be absolutely certain either 
way about the b ona fid es of a chance acquaintance, several tipoffs can greatly 
increase tlte odds in favor of a deliberate contact: 

a) If he meets you, rather than the reverse; on a street, at a 
restaurant table, in a. store or public park. When the initial move is his, 
you may well have a live one. * 7 

b) If he is placed where you can conveniently "meet" him; in an adjacent 
theater scat, at a restaurant table near one you have reserved, etc. 
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c) . If he feels free to call at your hotel room (U*., is permitted 
to do so). 

to 

d) If local Soviets nearby suddenly clam up or become tense. While a 
good professional plant might be quj te_adepj^ j)l^ 

coa t~^t1rotrk~ma n~~Th"e~l non- JntourrsfTlval tress , the bookstore clerk, or other 
local inhabitant rarely can conceal the caution or "mixed" emotions generated 
by the presence of local Chekists. The agents may we'll be personally known 
to the locals. If not, years of experience have taught local residents how 
to sense their presence instantly. 

Once contact is made, some additional telltale signs can give an in- 
dication of the acquaintance's true background: 

* 

a) His reaction upon learning that he is -peaking with Americans. 
Normal Soviets invariably react with strong and' genuine emotion; usually 
Afith wonderment or incredulity, sometimes blended with some fear; often with 
delight. For some reason, plants almost to a man seem to fear overplaying 
this particular scene. They pass it by wi th ra i sed .eyebrows and a quick 
"Oh?" and then proceed immediately to another topic. "Straight" Soviets 
s/imply are unable to react so evenly to such news. 

b) A blond, passive friendliness. Virtually all legitimate Soviets 
cannot refrain from pumping Americans about life in the US, mainly about 
living conditions, wages and the like. An acquaintance who does not press 
on such matters, instead maintaining a frienoly demeanor and permitting the 
foreigner to carry the conversation, should be treated with circumspection. 
This is particularly true if, when discussing any area of disagreement on 
international affairs or other subjects, he speaks calmly, with relative 
disinterest, and with no display of emotion. This is very un-Soviet be- 
havior. Plants evidently are trained to keep their cool, even to an un- 
realistic extent. . . 

c) Reaction' when nonplussed. In response to questions or statements 
which for one reason or another are embarrassing to a plant or to his cover 
story, he curiously tends often to react by°looking askance and simply not 
answering. Unless the American adds something to the conversation at this 
point the silence can proceed for several seconds. The reporting officer found 
this reaction from a plant in Alma-Ata to closely parallel those of an In- 
tourist girl in Dushanbe and a Soviet diplomat (and identified security agent) 
in Washington, D.C. A straight Soviet in a similar position, having no 
different identity to conceal , would have no reason to feel caught off guard - 
by any subtle imputation of his identity. 

- 

d) The "simple" Soviet with intelligent eyes. This admittedly is a 

most subjective criterion, but one which can be usefully applied in some cases* 
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A plant can face great difficulty in concealing "intelligent eyes" when 
posing as a simple, dull-witted wtfrker or peasant. Careful attention to 
his eyes may indicate that they simply do not jibe with the role being 
played. They can sometimes betray an intensity, activity, impatience, alert- 
ness r-w* - JL mte14 fgenee- wte eh- wore -Wfcel -y-beJ-engs-to- someone el se , 

The following examples demonstrate some of the more common approaches 
encountered: 



Dinner in Baku 



After shooing other locals away from the Americans* dinner table, a • 
waitress permitted an A.zeri man to join them. As if this were not obvious 
enough, this new companion actually had been ;> member of a t£am which had 
'followed the Americans on foot earlier the sa»»e day. He seemed utterly at 
a loss as to what he should say at the table. When asked what music he 
'liked, he paused, smiled and replied: "I likt: English music." Further con- 
versation clearly revealed that he knew nothing whatsoever about the subject; 
This feeble attempt, on? of the weakest ever encountered, may have been 
decided as a result of local initiative on the spot at. the last minute. 



Strolling in Yakutsk 



A passerby on Yakutsk's main street stopped the American visitors and 
requested a light(!) He. then asked where the visitors were from, and 
immediately offered to show them the town. wn.?.n they pleae/ed another engage- 
ment, he instantly and courteously said goodbye. This same good citizen 
had been spotted 30 minutes previously on another street toting a Soviet VEF 
shortwave radio, the identical model -being carried by one of the Americans 
who had a professional interest in VOA reception. 

In Fligh t * - 

» 

A more cubtle approach occurred during a flight between two Soviet cities 
The reporting officer's seatmate held back for some time befare starting a 
low-key conversation. After a few minutes of idle chatter, the reporting 
officer leaned back deliberately as if to nap, whereupon his -seatmate hastily 
renewed the discussion. In an otherwise virtually flawless performance, he 
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wade one rather forced attempt to casually elicit interest, Noting that 
the American Embassy was located on a "very noisy street," he added that 
it "was not at all quie t like th e street of the Sudanese Embassy, for example. 
The Sudanese Emba s sy~ i s~ re 1 a t i vely "TnsT gn i f i c ant i n Hoscow, only oto vi 
scores, and the Soviet himself admitted that he hcd no connection with that 
Embassy nor acquaintances there. The reporting officer, however, had served 
previously in the Sudan, and the Soviet evidently knew this. Meanwhile, 
the Soviet seated next to the reporting officer's American travelling com- 
panion was busy inviting the letter to dinner- at his home — a rare event 
within the USSR for Western diplomats, especially when proffered by a sober 
Soviet in a public place abounding with stewardesses _end other witnesses. 

This particular, flight was the reporting officer's first within the 
US$R and the Soviets may have wanted to check out a new member of the 
American Embassy. Subsequent internal flight "companions," if present, 
were too subtle for detection. , 



Possibilities for Contacts 



Deliberate attempts to avoid surveillance an; almost invariably counter- 
productive. Nevertheless, certain commorjsense procedures during trips con 
• enhance opportunities for meeting legitimate Soviets on a one-time basis, 
even given the presence of numerous security personnel.* 



Hiring a Cab 



Intourist officials prefer that foreigners hire Intourist cars and 
drivers: it provides convenient close scrutiny, dnd it earns more money. 
Hotel personnel often discourage taxi orders, and when they accept them the 
visitor must often wait close to an hour while a suitable "taxi driver" is 
' found. In some cases, truly legitimate cabbies probably are enlisted es 
! "trusties" to keep tabs on the foreigners hiring 'them. One possible rule 
j of thumb: if a cab driver complains about long wiits at stops which earn 
j him little money, he probably is a genuine cabbie; if he bears this loss 
i in silence he is likely to be an agent cr a taxi driver sufficiently compensate 
for or intimidated by the circumstances not to complain. 

Strolling about "aimlessly" in town until finding a taxi stand can 
'usually provide a legitimate taxi driver and some interesting comments about 
life in the area. An offer to pay whatever the roster registers plus a bonus of 
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K 2.00 per hour usually relaxes* and helps open up most drivers. Selecting 

a real taxi is not always so simple, h^/ever^- -Tn-K4ev, for example, a 

city notmoted for its subtle surveillance techniques, a "taxi" suddenly appeared 

from a side street, bulled its way into. line at a taxi stand, and refused 

to take anyone but the two American diplomats standing there. A similar 

experience in Baku testified to "a corresponding lack of sophistication there. 



Choosing a Restaurant 

Eating in local, non-Intouri st restaurants provides one 6f the best 
opportunities for meeting local inhab.i font's. However, two approaches are 
virtually guaranteed to spell failure: reserving a table in advance, and 
mentioning in a hotel room where one pin ns to eat. Even walking into a 
restaurant unannounced will not always ensure success. Waitresses throughout 
the Soviet Union actively attempt to separate foreigners from locals, with 
varying degrees of determination largely deperding on the location. Thus ir. 
Ashkhabad, two Turkmeni youths who had the ten-erity to sit with two Americans 
set the waitress off in a fit of rage. She screamed at them for five minutes, 
nonstop, then refused service altogether.- The young workers finally became 
intimidated and apologetically excused themselves. In Yakutsk, a shouting 
match of the sanv? type resulted in a dr'-w as the waitress refused to serve 
two similar upstarts, who remained seated regardless. By contrast, Tbilisi 
appeared more relaxed about such matters. A similar situation induced a 
waitress to politely suggest to a young Georgian that he might be more com- 
fortable at a different table. When the youth declined, she quietly retreated. 

The Air line Game, and How to Beat It . " 



Local security officials seem to breathe much easier once Western 
diplomats have departed their turf. Thus, they routinely enlist the assistance, 
of hotel personnel to attempt to hasten the departure. In one of the most 
common patterns, the security types ask hotel personnel to tell the visiters 
that a flight has been cancelled, is full, or will not land at the original . . 
destination. The often tremulous expressions and manners of the hotel 
personnel as they play their roles belie the validity of such claims. In- 
dependent checks such as direct dial telephone calls to the airport invaricbly 
confirm the feeble duplicity involved. 

The simplest means of countering such ploys is to politely state that 
it is impossible to depart earlier than planned, and that a subsequent flic h t 
will be taken, no matter how long a wait. is required. The reporting officer 
has. employed this approach many times, and in every instance, the original 
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travel plans subsequently worked out as the S-wietSL "found" extra seats V 
or otherwise recanted their # statements in various face-saving manners. 
In Kazan', the elderly hotel clerk caught in the middle of th-is game was 
petrified with fear throughout. In^lma-Ata^b^ contrast, a younger In- 
tourist employee who well knew_the score actu I Ty smiled sardonically when 
a nervous hotel off icial reported that additional seats had been found 
"with great difficulty." 

Provincial Breakdown 



The following chart indicates the relative degree of surveillance noted 
in 20 Soviet cities during the period 1^70-1972. * Duplicate entries seflect 
more than one visit. 



Area 



None 



Surveillance Koted- 
Light y Moderate 2/ Heavy 3/ Very He:vy 4/ 



Central Asia 



Frunze Alina- 
Tashker.t Ata 



Dushanbe 



Ashkhabad 



Baltics 

North 
Ukraine 



Leningrad Leningrad . Leningrad 



Vilnius 
Riga 



Kiev Donetsk Kiev 



Caucasus 



Tbilisi 



Baku 
Yerevan 



Siberia 
Other 



Irkutsk Novosibirsk Yakutsk 

Kazan 1 Ufa 
Kishinev . 'Berts i 



1. Intermittent coverage; perhaps one "or two on foot; .sometimes one car. 

2. Full-time coverage; one or two 'cars. 

3. Persistent and close full-time coverage. . 

4. Blanket coverage; no attempt* at discretion. 

*. - 

. (Plants also included in. each of above 4 categories.) 
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Central Asia 



Ashkhabad clearly takes first prize for vigilance. Surveillants 
bTanEe ted the" streets and lacked The abi lity, ttre~desi re7"or~~fouth~to~i:-ate- 
elementary steps at discretion. Ko other Soviet city visited during a 
two-year period could match such a performance. As Turkmenistan often is 
considered the most backward of the USSR' s -consti tuent republics, this per- 
haps is not too surprising. Ashkhabad's relative proximity to the Iranian 
border and some sensitive military installations nearby also render this 
town less than hospitable to Western diplomats. Elsewhere in Central Asia, 
Dushanbe (the former Stalinabad) contributed moderate to heavy coverage, and 
Tadzhikistan also is generally rated a less developed Soviet area. Attention 
paid by security personnel in Alma-Ata., Frunze and Tashkent appeared more 
moderate, although substantial in comparison with some, other parts of the 
Soviet Union. A relatively greater professionalism among surveillance cadres 
in these latter three cities, perhaps developed in part from a higher fre-- 
quency of Western visitors, may help-to explain the differences. 

» • 

Baltic -States 



Vilnius and Rija both turned out moderate to heavy coverage. These 
rather unfriendly receptions stood" in marked contrast to the warm welcome 
afforded by almost all local residents as s oon u s they learned that thoir 
guests were Americans. This very warmth, demonstrated by Western-orieutt-d, 
non-Russian nationalities under Soviet control for only three decades, may 
well have been reflected in the concern of local security officials. More- 
over, there appeared to be room for some local initiative in deciding the 
extent any means of coverage afforded. In Riga, for example, only one 
detectable car followed at a -discreet distance while the travelers visited 
various bookstores. After they had called at -a cybernetics institute, "how- 
ever, noticeable surveillance immediately increased. At the second scientifi 
office visited, security officials entered the same establishment and station 
themselves prominently at major office entrances in an obvious and successful 
attempt to intimidate institute officials. 



Leningrad 

Like their Baltic neighbors, Leningraders displayed a friendly curiosity 
in their encounters with the American visitors. But Leningrad security 
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officials, unlike their colleagues in the Baltics, seemed largely uncon- 
cerned at the threat posed by the Western diplomats during 1970 and 1971. 
—Either- that , or their- methods of surveillance _were far more discreet than . ..... 

those applied throughout the rest of the country. Jn 1972, however, coverage 
became apparent beyond doubt. Explanation of this shift is difficult; the 
:i~w permanent presence of Americans at the American Consulate General 
Designate, the particular travelers on each trip, and the pre-summit internal 
Yigilance of early 1972 all are possibilities. 



Ukraine 



,r Surveillance in the Ukraine tended to be heavy,* obvious, and sometimes 
crude. In Kiev, local authorities appeared more ready to commit resources 
to routinely monitor visiting American diplomats than in other large Soviet 
cities. The atmosphere seemed somehow more controlled than usual, and as 
a result many citizens were intimidated from contacts. ~- On the other hand, 
a distinct friendliness was evident toward Americans among many Ukrainians 
of lower social station: petty clerks, laborers, peasants; in short, those 
with little or nothing to lose from such contact. Concern over Ukrainian 
nationalism and possible harmful contact with Westerners, plus a hard-line 
local KGB Chief, do not render Kiev a hospitable town. Donetsk refleccd 
similar conditions. 



Caucasus 



In the Caucasis, Tbilisi, capital of Stalin's native Georgian Republic, 
•where thousands rioted in 1956 over Khrushchev \; denigration of their native 
son, paradoxically offered the least surveillance. Baku and Yerevan boosted 
far more "Stalinist" proclivities in this respec-;. Coverage in Tbilisi v/as 
provided, to be sure,- including the use of plants, but it was all done in r 
gentlemanly and most discreet manner.. In Baku and Yerevan, tails were much 
more obvious. In E'aku, one middle-aged Russian with a most distinctive paunch 
neyer strayed more than 30 feet from his charges. . In Yerevan, a'youny girl 
who kept appearing in front of or behind her assignments followed them to 
the top#floor of a hotel. When learning to her dismay that her cjuarry had 
decided against stopping to eat there she. blurted out: "Don't you want to 
visit the cafe?" Her cover convincingly blown, she finally disappeared, to be 
replaced by a somewhat more discreet young m?.n. 'Also in Yerevan, coordination 
among security, airport and Intourist officials appeared incredibly weak. 
Inefficiency was most pronounced at the airport, where airline officials 

\ • 
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repeatedly changed their "guidance" for the vis Uors y Obviously due to con- 
flicting instructions. Fear of assuming responsibility was to strong there' 
that for 30 minutes no airport official would tven change ba^'jage tickets, 
necessary for a change in flights, without gui( r »nce from above,. Instead, 
they shouted at each other demanding written i ?^truc-t-4ons , all in the 
presence of the American diplomats. ' 



Siberia 



Irkutsk provided a most unusual surprise; no surveillance whatsoever 
was noted there. In Novosibirsk, coverage was fight in town and very light 
in the academic city nearby. The latter, howev r, apparently protects itseir 
with rather secure procedures within the varioi : institutes 'hemselves^ In 
the much smaller city of Yakutsk, with a substat'tial non-Rus-.ian population, 
coverage predictably was moderate to heavy. 

Other 



The remaining cities visited Kishinev ? nd JBel'tsy in Moldavia, Kazan' 
in the Tatar ASSF., and Ufa in the Bashkir- ASSR — generally held true to 
form, with light to moderate surveillance. 

Postscrip t 

Almost inevitably, there arises a temptation to spend some extra time 
.and effort in or*!er to determine whether and t ^ what extent surveillance 
is present in a ijiven location. "Such efforts, can take time av/ay from the 
purposes for which the trip is made, however, and can also arouse the suspicions 
and anxieties of local security personnel. Tfij reporting officer decided 
very early in the game to avoid any special effort to make "r-uch detcmiinatinnr. • 
Consequently, th«> observations noted above may only tell part of the story. 
It recms fair to conclude that, under normal circumstances, the. U.S. interest 
•can better be served concentrating efforts on the pursuit of one's various 
objectives during such trips, with the awareness that one is very seldom if 
ever alone and to adapt one's approaches accordingly. 
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"For reasons best known to the Soviet State Coir*riittoo Tor Stet*: 
Security (KGB) I was subjected to intense *Srv&il2anco .throughout "roost ; . 
of ny tyo-year tour in the Soviet capital, tost erioassy officers tsnd 
to ignore it. Cut of boredom I studied ;ny surveillance carefully and 
began to find that surveillance 'of the surveillanco both infoyKa^ivo 
and useful. It often provides clues to prizrazy Soviet concern s, reveals 
surveillance of others, and illundLnates certain weaknesses or this 
powerful organ of the Soviet bureaucracy. The sudden disappearance of 
the "tails" of aqrself and another closely watched -Snbacsy ofi'iofir while: 
we wore on an excursion to i'odol'sk on "election" day, sugnosts, for 
cxarripls, that KGB manpower was engaged heavily at the "polls". • Occasion- 
ally one recognizes an erstwhile "tail" of one's own following an important 
vi si-tor, to whom this fact nay prove useful and educational* 

During one general period of intense surveillance «y surveillance 
ineivplicably all but vanished (in August 1571, when heavy tourisir., 
surveillance of scientific delegates in Moscow, and possibly heavy, 
attention to the ^itish in anticipation of the 3a tor trouble v:i 
may have overburdened the XGU). I/urine this throe-weck poriod, how 
I "-/nr. follov;ed on three occasions, on which they apparently felt vhoy 
could not afford to leave rr.e alone, I was followed back fror., but not to, .- 
functions at which I actually rabbod shoulders with Soviet scientists 

and officials! of scientific institutions. On two of those occasions 
I was followed only to the Embassy, and not fi^zi "there to isy aK.rt:.-.er.t > 
as though they merely wanted to verify a suspicion that i had brought 
something from these functions to the T^bascy for safekeeping. To 
it indicated that a major concern was that I nay have received sane 
document or othnr information frorr* a Soviet scientist encountered at 
these functions. They were raorc distrustful of their own people than if r.va. 



. v.. 



To make any deductions from, surveillanco one aust become adept 
at spotting it. It is not difficult, particularly since it largely 
involves automobiles. Russians, new to automotive transport, do not coat 
to be aware of the "sixth sense" of Americans regarding traffic. 



Surveill anco by Car 




Vehicles ; About 0j> percent of the surveillanco cars ware white Volgas. 
A poor second were blue Volgas. Others were quite rare. In good weather 
sia^rejf&ance ears sljrays oleari and shiny, as if straight fro* .the 
KGB asotor pool larafcft. Usaal H f ajciiy car" trash such as little dolls 
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dangling frott the rear-vision mirror, tpys on the back shelf, etc wo.-* 7 . 
.1 never saw a surveillance car with a crumpled fend or. Gno hoars -4 
remarks fro;a titfie to time that they carry double tailpipes to . 5 

accommodate a larger motor, but on the numerous o<pasions when I 
jaanaged to get behind my surveillance car I did not observe -this* 



Occupants tSurvcillnnce cars never contain old people ^or children* 
ftone of the mon wear glasses or .sport unusual coiffures (no beards, 
mustaches, sideburns rarely)* The women are generally better-locking 
.than the avarage. The chauffeurs are often obvious thugs, but the 
others usually fairly presentable* Kearly all appear to be ethnic 
Slavs (in Moscow at least — my experience with surveillance in ' 
Central Asia was slight)* 



* 
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Detection : Russian drivers are fast, careless, .and inpatient* ^rive- 
slowly and look in the rear vision rairror and note whether a car 
behind you, particularly 1 any clean white Volga, is also ^ping slovrly 
and maintaining a distance making it difficult fpr you to read his 
plates^( Before starting to drive, clean off you roar window and 
side-vie;-/ mirror to Mike legibility of their -plates easier)* 

Unaware of the natural alertness of Anericans to zninube idiosyncrasies 
of driving, surveillance cars will indulge in pathetically obvious 
atteraptsto conceal themselves — hiding behind busses, e^Gpging for 
a. brief, reassuring look, and then darting back a^ain. 

CD* 

. Some are mere sophisticated, but are still 0 asy to detect if you Watch 
closely* If the suspect car turns off or* to a side street, do not draw 
the conclusion that you rrrast have been wrong and cease watching* Xcop 
watching the roar vision rcirror for a f &a moments ami you may coo ^\\o 
saiie or an identical car roercere xroa iha sa^o street after having 
executed a quick U-iiurn out of sight. The car irdght even cone out 0" • .-• 
ancthfsr side street further alonrj, having traveled along a ^arall^l . .. 
street for a few blocks. Tho Shevchenko and Kereshkovckaya ?:abero3::naya 
< loading frosn near tho Embassy to a number of Embassy "ghettos" is ■ ■/ [-. 
a typical spot for these raneuvers. Tail car;; hero often turn off 0:1 - ' 
Dorogomilovskaya going south and pass in front of the Xiovskiy Voksal, 
returning to the Naberozhnaya south of the Kievskiy Voksal. Here, if ycu 
are held up by a traffic light, he will even coi:*e out in f ivnu of you.- : 



lie will speed up to get away. If you speed up he will turn off a$ a nr. u> 
get behind you — usually at the gasoline station just bef ore reaching 
the railroad bridge. 



pull 
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slightly to the right, so that you will be unable to see his license 
plates or the faces of the occuoants \ 
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If you are going to make a U-tum on a long avenue at tho authorized 
U-tupn spot ( razvorot ), wait ikntil tho last moment before usi;)g your 
" turn signal, looking in your r ear -vis ion rairror to soe which car faohir 
follows suit. This is not a sure test, since Zmbar^y officers are 
often followed by two and even three cars. Tho firstly pass by the * 
razvorot anzi leave you to his henchman behihd. Such occasions are - 
an excellent opportunity to note the plate "nuriberc clearly, however. 

• . "When turning a corner slow to a creep. The surveillance car, suddenly' 
' finding himself a mo r e 2p yards from his quarry as ho rounds tho 
corner, will often panic. He will stop, back up out of sight, or, if 
pressed by traffic behind, will tate another street, Ivoping to r:-ai;o 
a quick U-turn in tfcae, or he will pull over to tho curb and one of 
•{he occupants will get out as if making a pu r chasc« 

Durin^sorae ^9 oriods their ability to stay on one's trail in a ;r.;j7,s 
of streets whila you ax*o out of their sight for as aiuch ^ a --ilo, 
is clear proof to rr*e that Jirbass?/- cars arc sometimes fitted :rith 
sznall transmitters concealed somewhere on the car which permit the\ 
surveillant to spot his aprsjoxiraate location with a si^Gle z~~vy^£iz-j.z-. 
direction-finding device such as are sold with certain radio;;. 

Second and Third Surveillance Cars : These are evidence of a serious 
atterr.pt to catch you in soiae imperrrdscible activity and should put 
you on your guard to avoid an? action upon which tho KGB can embroider 
for one of their pa-iodio " exposes" of "i^nerialist spies' 1 . 7i-.c':\ csr 
will follow for a time and will then be replaced by another, of ven of 
a different color under such circumstances . The rapid alternation of 
vehicles isakes it sonewhat siore difficult to identify all of thezn, 
but with increasing experience one develops a "sixth sense" . It is 
an abusing, pastime, reminiscent of Prof. Kline's famous exp;;ri^*cn 

on extrasensory perception, to write down the plate number of a car 
which your sixth sense tolls you is a surveillance car, and th^a 
] check' later- on or on tho following days to see if it crops up behind 
again* 

Plate rcos » Carry a 5 x~5 card in the breast pocket and- note ciown — 

plate numbers and brief description (WV : whito Volga, BV : blue Volga 
WM: white Moskvitch, etc.) of those cars positively identified. Th-s 
XG3 hotor pool is vast, but the sane numbers will reappear frorr* tiir.o 
to time, - 

Cooperation of the ?olice ( Militia ) : I have frequently seen -traffic 
poiic eraaa lift thoir portable radio transmitters and speak into then: 
while looking at ray diplomatic plates * This and other circuit ant is i 
evidence points to tho fact that they regularly report the location of 
certain diplomatic vehicles . 

\. SECRET , 
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Surveillnnco Afoot J, 



Siirvcillants: Much more difficult to detect in c^b^dsj pedestrian 
- : survcillants are nevertheless conspicuous by their inconspicuou;-;~ 
• • " ness. Usually young^ seldom very short and never very tail, they 

are chosen for the absence of distinguishing facial features, cloth 
in new -looking standard clothes a black suit and quiet tie in 
; summer, brown beaver hat and dark blue, :Lrnitation-fur lined and 

fur collared coats in winter. There ;:ro soise departures from this > 
I * . ■ ho\Vever # I once had cnr. with an orange shirt — but ho had been the 

%y \ driver of a surveillance car seen earlier and perhaps con\o brief 
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shortage of m^n prompted his use. The women are equally "stand 

Detection : They can be "smoked out" in crowded streets by entering 
s over ai^ storey and examining the surrounding shoppers each *tir.e. 
In art'galleries change your pace or even go back to a gallery hall 
already passed and note the occupants each tirr.e. . : 

On le: r s frequented streets detection is easy. Turn a few. corners } take 
a few short-cut alleys and thoy are forced ti follow. Go into a cul- 
de-sac and then reverse direction. XLcq usually unfamiliar with 
the neighborhood, the "tail" will duck into a doorway. If none is 
open, 'he will turn to a locked door and fumble for a non-existent 
key until you have passed, or he will hide behind a kiosk or other 
handy object. Look at his hiding place for a moment and when he 
takes his peek he will pop back again. 

V 

Carry a magazine' and throw it in a street trash can. "Look around suddenly 
after going 50-100 yards and you ray see a ■ wail." retrieving it or 
hiding it under his coat. He or his superiors in.ll probably scrutinize 
every page for "secret /sc.; sages", so nake sure your magazine is well- 
illustrated with the luxuries of the decadent West —The i;ew Yorker, 
e and Garden. They love them. 



S urvoillants som etimes carry cameras -«_pagfcic ulrirly i^y&ac^-y 

one. Pretend to take a picture of seine street scene. Walk on, then 

look back. Your "tail" My be photographing the sane scene — apparently ^ 

they examine such photos far secret signs of "agents" or some such. 

Peculiarities * Older and more experienced "tails" will sorcotiizes 
walk along with a non-surveillant pedestrian, or«gaging hira or her in 
conversation — probably asking dun5r<y questions about busses, otc. — in 
order to throw off suspicion by apposing €^ b^ in obviously innocent • 
conrpany. Som^ su-veillants carry briefcases a^d or snail suitcases. 
In old sections of town where they stand oug, and know it, they vail: ^ - 
b r iskly to and fro in directions in which you are not going . They ; x*Jp 
walk fast in order to keep up with you in a general' sense, however. 
The very briskness of their gait is a telltal^LS^n^ - • ~- 
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Accompanying Vehicles ; Pedestrian surveillants (and there arc 
■usually at least Uro f ollav/ing a single embassy officer who is 
under surveillance) operate from one or 'too ac comparing . 
vehicles, which drop them off and pick their* upV^n^order to 
change the faces of the surveillants before they become too fam- 
iliar tooyou and also in order to take away for questioning any 
Russians who have innocently engaged the Saba ssy officer in- 
conversation (to ask for a light, to exchange a ten-ruble note 
for ten singles, to propose back market deals etc, — to cite 
a few actual cases). Accompanying vehicles also carry eicirn 
-surveiliants around a block into which the quarry has disappc.-.r.. ^ 
(a block in the o?lC sec tionsof Moscow bears a certain resemblance 
to an ant maze), so as to be able to intercept him v:herevor he- 
may emerge*? or to follow busses \*hich ^hc- quarry has entered.^ 

At t}\e onor a: Usually one or two r ows cehicrd the quarry; somoti/.'o 
cveh alongside. They stand out b 0 cause thoy do not resemble :xrmal 
theater goers, do not chatt.er gregariously, and keep the quarry in 
sight during intermissions* 

In The Restaurant : Surveillants will usually secure coat 3 nearby^ 
if possible # So; 1 ic restaurants arc so crowded, however, thax, this 
is impossible. In one such restaurant I was twice goat -id* by the 
head-waiter at the same tabi^, near the window — c(*nspicuously 
vacant on one occasion and containing only one your^g man on xhc 
other. On the second occasion I noticed a familiar surveiilant 
peer briefly through the ".andow at me. I suspect thnt this is 
the table reserved for western diplomats* 

r 

In th^ riot el . Survoillants suffer maximum oz^o ;rure pro hotels 0 Mot 
only mast their vehicle (a) park in a restricted spapo, where they 
are easily id c ntified (like the Hotel Rossiya), but they must 
get into the same elevator with the quarry in order not to lose 
him from sight, where possible they will station th3mse.\lves «*& 
outside vantage ooints where they can. look i:ito-n^ ^om-iv-^vler 



to "identify visitors. This, I believe, is usually a sign that 

the }/ hotel guest whom you are visiting is also under surveillance 

In the Subway: Get> out of your car suddenly, Just before the doors 
close at a station, loolcLng sidewise to see who else makes the 
sundant break* Or fail to* get on a train, pretending insufficient 
alacrity, after having surveyed the others waiting for the train© 
Tour "tail" will also display a suspicious sluggishness* . 
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USARMA MOSCOW RUSSIA 
ACS I DA 

C 131 



131026Z JUL 63 



PASS TO AFNEN 
Ref my C 129 

At OVS request Urban and Murphy attended meeting with 
Capt First Rank Pasko and Col Yelistratov. Subject was 11 
July incident in ref, OVS returned Nikon camera with empty 
film cassetted Capt Pasko stated Li ewer and Smith photographed 
mil objects and requested orban to warn asst attaches against, 
taking photos of mil objects. Urban responded with statement 
that his officers understood and complied with Soviet instruc- 
tions covering photography and refuted that mil objects were 
taken by the officers. In addition, verbal protest lodged 
(A) against action of Soviet militiaman who permitted Sov 
civilian to remove camera from car against the resistance 
of attaches, and (B) violation of diplomatic immunity and 
detention by Sov authorities, 

Pasko refused answer question on propriety of militia- 
mans conduct for reason investigation still in progress. 
He promised to answer Urban 's question after completed 
investigation. ARMA still contemplating formal written 
protest. 

Coord: DCM. 
GP-3 
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1. Ma i Jchn A. Smith and Lt Col Karl R. Li ewe r we^e 
accused by Sov mil per of photographing rnP equip f r "US Emb 
auto with d i pi plates on the Moscow-Minsk hwy at apprcx 1800 
hrs 11 Ju>. Ahl "AKT" was written. After 30 minutes travel- 
lers we re ^allowed to proceeds 

2. Offs were returning to Moscow fr Smolensk fn-d using 
Leica photographed mil ;n£tal, ser 6, TFP 657-62 fr rcadway 

as they drove past. Apprcx 600 meters further travellers were 
signalled by one uniformed militia to halt. The Le;ca camera 
was irrmed hidden under front seat. 2 (tank) soldiers came up 
and accused Maj Smith of photography. 3 civ, one with camera 
and one tank Capt came up and said they had observed photography. 

3. S ovs demanded to see camera and were refused. A 
second Mikcn camera was lying exposed cn rear seat. Ail car 
doers were locked and US travellers remained inside. During 
exchange of identification documents, with 7 persons milling 
ar: s^d a civilian, unnoticed, reached inside* front left window 
and unlocked rear door. Then grabbed Nikon camera. 

4. An AKT was written up accusing Americans of unauth 
photo zf equip, witnessed by soldiers, that camera confiscated, 
and that Attach es re fused to s ign the AKT. After detention of 
3 0 m f n s t rave Tiers a T {owed to p r oce e"cTRS scow . 

5. The confiscated Nikon Camera had 6 exposed f^amer 

taken earlier 5n same day in Snv>lensk. These not repeat not 
particularly incriminating. tourist shots of city*" we re ta" ; . 

from Gorki Park on high ground in center of city. Col Li ewe 

and Soflski monument appears in foreground and F0RKRE3T antenna 

in background 1 km away. At tnis distance with 50 MM lens, 

antennae could not be p eminent subj. Other 2 shots were taken 



from Dank of Dnepr fUvcr of const r 2.kms away. 
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DEPARTMENT OF THE ARMY 
STAFF COMMUNICATIONS DIVISION 



NR : CV29 



6. Lelca camera ur.de r front seat with exposed film 
of mil objects safely returned to Emb. 

Comment: A. This incident was a staged trap. 
Follow up action by Sovs may be: Press publicity with possi 
ble pictures, protest note and PNG declaration, or no action 
at all. Inclined expect latter. 

B. ARMA plans, subj to approval by ACS I , 
send kr to Sovs protesting illegal detention, violation 
diplomatic immunity and demanding return of confiscated 
camera. Recommend no rpt no publicity* 
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Prior to December 1961 



REFEKENCfiT 




PLACE * 

date acq. Washington, D.C* t August 1962 

EVALUATION F-6 

source- DS-2137 



FROM AO^-CX Iff 

prepared by T if Fox, D Vincent 

R-SER1ES NO. . R-325-62 



SUMMARY 

(UNCLASSIFIED) The following information was obtained from DS-2137. (UNCLASSIFIED) 
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DISTRIBUTION 3Y ORIGINATOR: None 

>8? Source was shown pictures of the following Soviet employees at the 
American House in Moscow; but he was unable to physically identify any of the 
individuals as KGB agents or informants. However, based on the giographics 
supplied concerning the individuals. Source was convinced that each was a KGB 
employee* ^ 

Mariya ERMAROVA ( laundress) 

' • . Tamara BOGARYREVA (first floor maid) 



Svetana IVANOVA (waitress) 

Elena SHIRNINA (second floor maid) 




Lyubov TISHKINA (laundress) 



■ - 1 



El eon or a UMANETZ (waitress) 

i 

Zinaida KHROUOVA (barmaid) 



COMMENTS: (of Preparing Officer) 



which the 
addition. 
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The circumstances prescribed by the US agency controlling Source, under 
debriefing was accomplished, precluded exhaustive questioning of him* In 
Source's attitude during th.e interviews limited clarification of 
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discrepancies furnished by iiim during various interviews, as well as discrepancies 
noted with information furnished from othet sources* 
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(OR OT HE K. MATLACK 
(\ Chief, Exploitation Branch 
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1 # lath the assistance of the Office, Chief of Ordnance, the Assistant 
Chief of Staff, 0-2 hss determined that only 13 tasks, K7, Medium wars built, 
Nona of than is believed to hars laft tha Shited Statss and only one is known 
to be in existence at tha present ties, in the Ordnance fctra at Aberdeen, 
Maryland* The others were either scrapped, or used for engineering experiments 
with the exception of one listed in the record as "expended? diapoaition of itoich 
is unknown, 

2 m Bo record could be found of any official release of information on the 
Medium Hunk Wl to the USSR, At cords searched included those of the International 
DLriaion of Any Service Forcee which controlled all Bar ^epartsient itens furnished 
to the OSSH under "lead leaee and which are now in the custody of the Historical 
Section, AGO* 

3 m Interviews of s<rreral field grade officers who were on duty at the ( 
Detroit Tank Arsenal in 19*2-3 produced the information that tha 17, Medium 1 
was declassified after its pi-eduction wee abandoned end that a Russian liaison 
officer who was present at Detroit Tank Arsenal might have had access to the 
drawings* Mo officer Inte r v iew e d was of the opinion that the ftaasian had bees 
furnished this date but it is possible that he could have picked up such unclassified 
materiel either legitimately or otherwise. All officer a who examined the Bork Order 
furnished by you, and who expressed an opinion, stated that it was similar in - 
type to forma in use at the time and appeared to be genuine* So laboratory teste 
or attewpta to identify the typewriter* hare been made as it appear a highly improfr- - 
able that it ie of other then V.S m origin. Cbe officer stated that a copy of e 
draftman's work order would normally be wrapped around a roll of drawings to 
the chan gee thereon pertained* 




4. Cheek of Mary nt cords on i 



oT kt* adult 



v'.: 



cates that no background investigation has beem 
d ted background" investigation in 1948 cowered 
20, -and was confined to interviews with pars 
{ jBe has been in ^t^^^mqr or Mavy ainee age 20* Mothing 

"fe contained la the InteiLl^&j^y^^^j of either S«rvi 
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Und Inm fllBS of Hut QLt chackad for 17, KK&m 
lit.. Thaaa fUaa am ail that aa*. ratainad from 
dob ooatralLad all IP par^*i*«%la« is lata ^Lm laela* 



a. Reqatsitiea Cootroi Omrd* which list items and quantities of each 
fttmiahed OTSR, as well aa cancelled nd unfilled requirements (Period 1941-45, botk 
inel). 



b. "Protooci Filaa" which contain all raquaata aada by 
tharat© through 1945. 

2. 0-^, BU), nagstiva. 



replies 



3. Ordnance* *r. H. W. Brajaa, Kx who is tank research expert and was 
familiar with and has files on 41 tank production in World %r II, atat+d that his 
files ebow that only 28 M7s were built* these all in 1942/ Wilder was International 
Harvester Co. Contract Ho. was 849% *> indication that USSR receired H7e nor is it 
logical that they would Jieve* Other records in office of Lt. Cbl. J. R. Engler, Ord 
Field Service IIv,f6r £Ke 28 H7s were ordered scrapped and six others were designated 
for experimental purposes. So record of whether these instructions were carried 

out or what happened to the remainder* The recorde are rery sketchy and no one 
could state with assurance that the other tanks were even built. 

4. Ordnance records show tank now carried aa UNCLASSIFIED and obsolete but no 
information aa to whether this was the class if! cation at the time of mfg* 

5. Lt. Col, George V. Campbell, Ord, 71653 had old Ord selvage records checked - 
to attempt to find what happned to the 117 tanks. These records, which appeared to be 
more accurate than the others in Ord De^tjt which are nwrw consolidations - not orig 
reoords) have .been used aa; basis for*-£eee*4» under para 1 of 1st ind. Col. Campbell 
firmly believes hie recorde are accurate and that no M7s went to the USSR. All w*rm . 
in the US on 20 Sov 45* Five ordered scrapped on 7 June 4&» Qadared obeol**w 

18 Jan 44a 

6. 0a 24 Feb 50 Lt. Col. F. R. Toung, 0-3, who worked on tank design and 
production at Detroit Tank Arsenal during period when U7s were built, stated that the 
form which was forwarded by thr HA Moscow appears to be an authentic, locally designed 
one, similar to those in use it the time* Be said it would normally be attached 

to a roll of drawings on wliichchan jje^Jimd been mmda* There wa* a Russian in °fflc 

preeent-tn^Betroi*vifco wis not given free run of the plant but who had, as a 
representative of an ally, considerable opportunity to see unclassified matter 
plus any other msteri* in which USSR had an interims* untfer *-eod Leese* Lt* Cbl. 
was %ery familar with the production of the M7. lis thought all had been • crapped 
but could not state poaitlvelr. 
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7. Col* E. L. Coamings, who was alao oa duty at Detroit Taak I , mmJ 

a7» vara haing daaignad and produoad, atatad that tha know tha Baaslan La Qfficar ht* § 



*■ 

v 



t with hia as litUa aa pooaiblo. Tha La Qfflaar had a paraanalty which 
paapla to dLalilca Ma* 8a prataadad to not andarvtaad BngUsa 'vary wai: 
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people around Mm believed that he wit quite flnettt* His usual reply to 
was "BO. 19 Ibe Russian v«f not nomelly given access to design material or to any- 
thing classified* Col. CoMinga stated, however, in reply to a direct que a ti on 
by Lt # C©1 # c lark», that 1Mb Ln Of floor might possibly hare gotton the subject^ 
font at Detroit. Once tho tank had boon de classified and declared obsolete therm* 
would not have been any particulai^eaaoa for keeping information on the W7 I roa hiau 

8 # Ifawiroue persona, interviewed by Lt* CtiU Clarke stated that tha *7 was 
sons thing of a "lewrn* and that whether the Russians got the plana legitimately 
or otherwise, they did not get very much. So one was able to state tvi/Eh certaintly 
that the USSH did not get these papers legally. Io record appears to exist in 
Washington which shows any Russian access to the subject fora having been granted 
by US personnel* 



c 



* 

9# File check (0-2 and OK) revealed the following concerning 
^) US »avy,^ } 

Havy* Halted background" investigation Aug 1948, resulted in KD finding* 



a* 



Q 

:5S 



b. Kavy^s_ inveat ♦ consisted of interviews w ith fathe r of subject, neighbors 
^and£ J) of Dutch town Mo # and > Chafee, Mo* 



lib interviews with military personnel were included, no interviews with anyo ne 
who hag ku known subject since age of 20. He is now 39 (born 
( J) Ifo throw-off interviews. All of above were listed by subject* 

c # Navy record of military service as follows r 

Enlisted *r*y 30 Jan 31, discharged (hem) 24 Jan 34. 

Enlisted Havy 23 Apr 34, reenlisted Apr 38. 

Arrant, Mavy, electrician, teaporary *ar 44 # reenlisted 194&* v 

10. Detroit Tank Arsenal files: Hegatifw. 

11. K. C. Record* Center, AQO - negative. 

12. Following action mm not taken* ______ ___ 
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_a^ ? ^_abJtest»^of^aper7~i^ etc to prove US origin, 

b* Reinvestigation of 
COQREIHATIOJfs Survey Section, Intelligence Dlv, <W # 
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10 f 'jvbjMto Xrrog*l*ritioo In Lstar*! ifeil SoanatttaatlaaB oita tao 

offUo «r Mtuurr *tt»o&o, mb—ow, t5 x»t 1917* 



• IMtNf ml aa AG JXIA* aooat 27 Biitw tfto (2o* Sxalbit Till), 
o oata qao aa lro tt»qr Wt» aaa* Baaaar* m to A«t focilitlo* nfff 
«r»tu Ue cr »fe*t pcooodwoa to faUaa* Torlooa «fftooro oa at BtBat W 
vmm J*m*9 tmm teoloroa taat asm BBioaotoa to mfi tao ro»ynaotilll%r 

only of s^rpertii* aa«4aotrattB0lar tao aallaa ■iwlfW* l't «i «rji1i turf 
t!u* »&J;atai*1r*tiTo omv « t* lo to to ooaatroot *• sopport <mMni«| 
ja-afelsno cuofc «a msfylyt *»• tao tmaw W pc#tol oiroetivao t* ta» 
juJOo, I ar JfcrootlTOs oat sailing jrooo<fcar« t 11 *aa si«W<V-ttw snot 



a 14 Ajsril l%7 tfcrs a« jat jbI Goaor«l*o Cffioo, tt*tt» »*a* to 
tiw joaafcajar la JiiUf » AMltfla * l*it*r p«inU»g owl tbO SNd «te 1»* 
«r«-ac«s of a iirooiivo otfrertoe tte h^adling of aaooa$» trsffio to aad fxwn 
to® w-1 *o* &&l4»a *liio4 JooUroJ JojKlMiuao* (S«o jSthAUt XUV}« He 
ra$4y *c tal* im tooa r i jaw* froa sccca. 

If IS' J* or ,/JtXJ- .*! ore not to bo o^rg«d rivh lb* ir«i^ii«R of 
«iiia^ L&strtctlQBa So Ui« BeJJCss sslasJUjeao, oai If .48 J80«$ la ao* edajrW 

s^sr :lrcr.«etu*as«i» axictiag «t ttiooe nlMdaeff, *J» f«r Cwss*rtma» 
1 1«« li siuurt *ataro 1a «feo r*«poa*»iMllty far tao vlo2»tioitt thiefc bfivo oo» 
o> .4 v-xi* it ia le bo 'staadarod o&y no ^otioa beo t**s t*iaa bar tho *«r -jastf 
ateto a^*? fefe«k« ou ybo *a£goo*ioao ooetaiaod ia tb* la ".tor fr<* too Cfttoa 
or -oo ~at«4 * aUttool AdrUar far IT ■ y» latod 1 ~oaru*ry l$^7 

v ..«« .;.< abti aC| t*oeao a, pfc«i 7) sat o« tbo «%igtf#tftiao ocatnlaoa ia aaa 

U* iatei^i rollO« 4Mi 9 April 1547 (So* Sxfcifclt &Jt>« 




Li iio oiOiUesa of W»o* i^esos Uo ro of —» l» Ul% for jsmt» 
l^Mi^ee ^ j*Kaii-i% ia tte twndliftg of «l«o»ifto4 a-Wia fkLU ia 
iiife -K^r.»o« t^on fclve foi 1— ft ag Qgwwli»t 



j xjiiuttoro la tfeo 3rJJb« ataoaU—» for 4roppias 
^lws*ifio4 sail 4»« Uood for s&jooobt dixootly isto 
•j« 4^e«ndlo« or forsnmiae it to ag & «ud 0* vi«a«a# 
«£iratiga di^loKbtte ohgnn>la t or o^orvioo* *»tho«t\ 
%>oox/io IMtootloa tfeai %ko ooatoafci of tho nail 
oaro ol£«olf£o4 (sao iiaao x, pera 7% Item a, pwr«o f\ 
*ad 3;i «aa» la aat iaotauoo* f«ar ploalas attoriol 




caao or aarot of tao foUooaag oaoaaloa* far aot 
alaaad tao i«2Qi la taf» aalkoa ooaatrlat oa tao tiictai* 
mrt*oa lioto for aweh Ifl^ortoat lirtcUToo sa lottor & 
jXXA looao 27 a n o t 0 1 19*6, safcjtai* soaari^r 

Courier O^-rioa, Aloa taoarlaaa tbft aotaai ta a* foli» 
iooaa far onaaaHHaa •ajaaajflai ao«ari«4 orietaatSaa 
la ihm aooaaaal aaaat oaottati far aiUtarf oa aacaat of 

^^^^a^atifcjf^^a^^P W^^^aaa^K^ C^^^ ^^^^^^W^^^Wa^^ ^^^^ ^la^l^^^a^ ^^faa^^^^^(aj^^ ^ 
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toto ton iwofton tofusiito to toto f tto (to* totttot 32} ***** toU «r%to»ttot 
to too pfilrmn aca fti itlnto fto* faatototo* to totototo to to* totoaa* 

to xtotod co * r**«to% iton lr tow tortor «*• (mrtb* to eto to * etoto 

it* vmrUm ^pto toai tovuitot to to to* to*to— It mm to fl*to toto 
toto 3W**to***l toore to a*r* *tok. towtotofr tor to* itortota tos«tto* 
** *hU •* tm to* A*** tto aiaigwwil to **to*to* * »» «to toi 
•to** JJk& to* tottototoi **M*to* iw*tllam to* yto*** to m&X to*f**to> 
^itos to totoMklXito* 




to to* ^Ototo to toaliW 
jr%to to to» j»to* 



to I* 





fto to* 
1 1 to mii ot 




REGARDED UNCIA^ED 
ON MAY 2)i 

BY CDR USMNSCOM Fo|>0 
Auth Para 1 -603 DoD 5200 1 R 







. . .r 
■ J" 




— - I 



. 





v.- 






Y 






It to ii iirimalii toto 
* 



to tt» 
to 




to toft 

% im mtfi Aft CdUflMttil 

tototofci*e 



9 




#411 ftfll B» 





» to 

to J*6 7T7 toiwtfog 



to 



wtgotoi (••P^totorto Mil *to 



to* 

7TT 



to tto 
rMttios* If art 



tt to mMtoH 




worn* t*m to «tt am» 

ian^r <filt m% testing 




to to* 





m 

Jarsf wU| to*ttoto tor 

iB Ktto f toM to • 9«S* SMPtl 



tt to 




XI to itai MtiMHMMvi Vtafc fHH AS 

to to ■*» itort lotoif 

flwiifit »*t tot 36to 

It ito Galtto XltttfaiU to f * 

^■^^■JP ^^^b^^^ ^^^^^^^ ^^^^^^v ^^^^^^^^J^^r^^^^^^^ ^j^^^ ^^^b^b^^. 






to* 4* *» 




I 




- < • 




^ .: 



REGARDED UNCUSSIRED 

0N . m 2m - 

BY CDR USAJNSCOM FOI/PO C 
Autfl Para 1-B03 Dob 5200. tR " 




"t w V 





- A 





ovtag "to f*** M** awawKi <** ma am' mt *ith tot nil an orl^la '> 
via r«4ftltv» *e a»U anriTlae U SXwr vl* mil eh«*a*X«« 

pwa^aMjig th« atiirwyamf Wl applying to *as& aqq« Tfc* ia.i V 
Qoft frtttfiw o t- felons «r« elM l »» a rp q r» %»* in t&e ^wsuwy 

vooMc-al^ pg dgtt M * iir««tm« r*X*Ua& t» tfat m» 9 AOS Haas**?* 

aIvmi W **• ftort tfes* tbeM <rg&sdm»\i<sx* viil to atafcssalftf 1b th« qmt 
ftrtawf «od %&** «U A3«(r pflrwtafttl fctarU4— < lft tteff* *c*»rtriea viil b* 





71 



REGARDED UNCLASSIFIED 

BY CDR USAINSCQM FOI/PO 
Auth Para 1-603 DoD 5200 1R 





:".V 



as • xsv«fttu«*4«a «% ommf tti M. H*Uta*y 

&H3@»rx» 3*i4»5?»»*« "ftagaajr* 



U nrtaMl t* iulrwtSM flnai 1mm QttUar la Jh*r«» t we* 
in wMtow latter iiqwH firaa tfca *i>«a«t Qm w ctA »» ;ff torn 

«b la w tl# »t U ft v*m laltta** W mm 1* i*»U 1&7 «t 

cifiai <rf tie u«s» Ktlitary mvr aa aatfttl am «m Mm *Uia* feaUroi aen* 
taia*i«B ft* nm&Brj* mtHtm/$t%% 9mm*w$ tmt ta* pmyom* ©£ &&t#z*4jdxe 

W*» jpiitt at xanant swtowia Nat far taa luinwdtnlfm ef aff icial» 
*)m*UUi mil aa« aU» t» *t* lift mp«MlUU% Dor ^wi^ e»» 
wii Tlalatioaa of p<aft gff fcft ai aa« 27. Aft •» dM«riM to 

^^ia9^^a» tiCMa^^ JPJaJtti^fc^ ^a £]aV ^^^H J^^^^^^t^p^^- -^Ka^ ^ji^a^^aa^^P^a^4 ^lfi(H^jla^jjp^8J^i^(BCiaa^ '^G^ ^8a^(l 
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EADQUARTERS 6^ 
COUNTER INTELLIGENCE CORPS ^ £ ??3l95] 

(430* CIC DA<M 

UNITED STATES FORCES IN AUSTRJA 

APO 777 U.S. Am* 

4 April 1$*7. 



SUBJECT* Irregularities in Lateral Mail CoBnwai cation* with 

Office of the U.S. Military Attache,.. Moscow. 

• * , 

TO : A.C. of 3., G-2, USFA 

Attn i Lt. Col. Hoyne 

1. Reference is made to Immediate Action letter AGAO-S 
511.1% War Department, the Adjutant General's Office, dated IS March 
19^7, aame Subject, classification S£CR£T. . _ 

2. There is transmitted herewith a diagram outlining the 
various tranjcdssioir routes used in dispatching official correspondence 
from Budapest,. Hungary; Bucharest, Rumania; and Sofia, Bulgaria to 
Moscow, USSR. This diagram also illustrates the various places which 
the mail would pass through en route to Moscow, thus outlining all 
possible points where mishandling cpuld occur. , -pO 

5* This Office intends to instigate a complete investiga- 
tion, covering every point* at which irregularities covJLd possibly 
occur. Special Ag«it Harry J. Pfaltzgraff will conduct the investi- 
gations at Budapest, Hungary; Bucharest,. Rumania; and Sofia, Bulgaria* 
Special Agent Prank P. Dierickx will conduct the investigations at 
Munich, Germany; Frankfurt,. Germany; Berlin,, Germany; and Paris, France. 
Both Agents will jointly conduct the investigations at Tulln Air Base, 
Austria and pertinent installations in Vienna, Austria* 

4. Present methods of handling mail, : past methods of handling 
mail, present and past personnel assigned to handle mail, persons 
responsible for the dispatching and receiving of mail, directives fol- 
lowed in handling mail, courier service*,, modes of transmission of 
mail, registry records,, receipt records, and all other matters pertinent 
to Subject will be thoroughly investigated* 



3 



5* At the conclusion of the investigation,, a oomplete re- 
port outlining the past and present methods used in the transmission of 
mail,, discrepancies found, and reoo imaeu datione fer corrective measurea 
will be submitted. 

r 

6* It is estimated that this investigation, together with 
final report, will be completed car or about JO Ajpril 19*7. . 
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A* - Points whore nail originated in: taoiaa cases of irregularities 
in later aail coaauni cations with the Office of the U*8. Military 
Attache, Moscow, USSE. 

B. -Points where previous investigations hare disclosed irregu- 
larities in lateral aail communications with the Office of the Military 
Attache, Moscow, USSR* 

0. - Points of suapoetad irregularities in lateral mail communica- 
tions with the, Office of the Military Attache,, Moscow,, US3B. 
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* : Hmi^RY INTELLK litCi DlVfSfOH, G-2 
"iltffARY INTELLIGENCE SERVICE 

INTRA - OFFICE MEMORANDUM^ 
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" fh_e no. of ACS! Memo 6-59 
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TO Ckd*f, Int«llig«nc« 




FROM Sar»st*n fir audi 



'si 1 



DATE22 Oet 46 COMMENT NO. i V 
name & tel Col. ?»rk/3507/ate \^ ■ 



> 
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,1. ,6n Thursday, 17 October 1946, Lt. Colonel Robert 2. Coffin of this Branch 
interviewed a Mr* J. P. Watson of the Badger Engineering Company. Mr. Watson had 
Just arrived from the Soviet Onion where he had been employed in O r sk aa a consult-* 
ing engineer in the construction of an oil refinery. Mr. Watson Bade two trips to 
Moscow, one in June 1946 and the other in September 1946, just pri6r to his return 
to the United .States via Finland and Sweden* He was interriewed by the American 
Any Intelligence at the Ifoscow Embassy during both visits. Mr* Watson came to " 
the Pentagon to report on the method in which the interviews were conducted. 



2. Mr. Watson was most unfavorably impressed with the caliber of the Intelli- 
gence Officers in Moscow with whom he had contact. He felt "they are like children 
when dealing with the MVB # * Mr. Watson's first contact with American Arsy Intelli- 
gence in Moscow was through Lt. Colonel Gary H. Schumann. Colonel Schumann intro- ' 
duced him and turned him over to Colonel James C* Crockett. Several other American 
officers had dealings with or interviewed Mr. Watson. However, Colonel Crockett 
appeared to Mr. Watson to be the guiding influence. 

3. Mr. Watson's first unfavorable impression came during his first interview 
in June 1946 when the # interviewing officer said, •Ah, yes, we have already inter- 
viewed your Mr 1 . Dooley and Mr. Hamilton and learned many valuable things from them* 
We hope you can tell us as much.* Mr. Watson remarked to the interviewing officer, 
*Tou shouldn't tell me what other Americans you have interviewed since all we 
American engineers are very close to our interpreters, and in a moment of thought- 
lessness or drunkenness might happen t0 remark to our interpreter that so-and-so 

is supplying Information to the American Intelligence. 19 Mr statement, seemed to 
surprise, the officer who apparently had no realisation that such a thing coUld 
happen, nor did he realise, as Mr. Watson pointed out, that many of the American 
civilians residing in the Soviet Anion do not like each other and in many cases 
are severe rivals. 



»-»_ 




4« \ Ji% Watson's second surprise cams when Colonel Crockett phoned Mr. Watson 

at - his rooi at^e M^opo^ 

Mr. Watson remarks*, *If I were ever to be of further value to American Intelligence 
I could not be>seep in the caspany of Colonel Crockett, who is known throughout 
Moscow as the head of American Intelligence. I 1 Mr. Watson, in the company of 
ColoneJ. Crockett and several other officers drove from the Metropele to an American 
Officers 9 Club which is guarded by Russian soldiers sad served by Russian civilians. 
After a fejr social pleasantries, they adjourned to a corner of the dining room where 
the interrogation of Mr. Watson began. Mr. Watson f s first and natural reaction 
was to wonder if there were any hidden microphones concealed in the walls or furnish- 
ings nearby. When he iaqui**d about this matter he was told' by the American officers 
that they not worry about sash things. 

1 LL MCLASJBRCATIOl* SCHRDULW 



i 

s 





»** °»ffggARDED Mor assihkt 

on , m 2 m 

— BYCDR USAINSCOM F0?P0 




-4 nr\n r\ 



25-124*5-10* 



INTRA - 



(CONTINUED) 




* . fF&ft tiStjn MID ONLY) 



CLASSIFICATION 





r 

i 



-fir 



PI 



TO Consent Id* 1 cpl|t3.im«d 



FROM 



DATE 



COMMENT NO. 



; 5* The next v4^^4fc ? ^^S^^;i^B*- to the fdurfch floor of the Babassy to 
deliver some photograph* ^e "had made in the Or s k are a. As he waa -in the act of 
passing $he pteitires to ii^of fleer, another 'American officer with* hie Bus sian 
chauffeur wali^i^^th* mbm^^sBeiiM%^lj f olloiring "thia, * Of fleer he was 
talking to went aero a a the hall to phone a photographer about havitig the photographa 
enlarged. In the midst of Ma plena conversation, he bellowed back across the 



hall, *0h, Mr. lataon, what site do you think those pictures should be enlarged to?* 
Mr. Hatson f 8 impression was that the officer's voiee could hare been heard blocks 
***Tf thanks windows all being open in the June heltt. IHiring the June Tisit 

Mr, lataon made arrangements to hare his fil** developed by the Intelligence 
Officers* During the aunaer in the Qrak a*ea he photographed many forbidden things 
and finally had twenty rolls of film when he iettirned to Moscow in December. Upon 
hie arrival on 22 September he iaaediately went to the Military Attache's office 
and asked that the pictures be developed. All memory of the June arrangefientr 
seemed to have fled the minda of the Intelligence Officers and, although lie tried" 
vigorously *4 have ^ the negatives developedy e took them to 

a Russian photographic store where they were rierveftoped without being censored. 
(How, he doesn't knew*) } *■ 



6# Mr. Ifetaon^s final expedience with the Military Attache's Office in 
Moacow was in September 1946, juajt prior to his departure for this country when 
he was taken to the conference room where all noiw^rilitary people were interviewed. 
This room is at the back of the Rabassy on the fourth floor and faces the Russian 
Ixuititute across an open arisa about 150 feet wide. There is a large bay window ;i 
at the end of the room and the 'afternoon sun completely flooded the room with light. 
Mr. Watson, as he sat down, remarked, *Thoee Russians can see right -in here** ?he~ 
answer jjiven by the interviewing officer was, •A lot of people squirm when thfy 
first come into this room. We have been meaning to get curtains for that window for 
months, but we haven 1 t gotten around to it yet.* 

7# To sua up Ifr. latson's reaction to his treatment Sy the American Imtolligenc c 
Officers in Moscow, he feels that as a group they are incompetent because they do 
not protect their informer a from reprisal by the Soviet Government* They do met - 
seem to realise that they destroy the value, of *py American informant by making 
said informant sub jept ^ to strict scrutiny by the Scferet Pblice* As a matter of ~ 
fact, Mr/Watooh : frtie : that they are even jeopardising the lives "of American 

^ % 4 v • - * * * .... * 

civilians. 



8. It i8 believed that this matter may be of great intore$t to the 
of tbs fatmigence Division* Mr. %taon may b^yoojrtiioted^by writings 
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RICHARD PARK, Jr. 

Colonel, GSC 

Chi W^asian Branch 



10U 

SUBJECT* 



- > - 1 



TO 



Contacting and Infcervirwin§ 
t Chief, Intelligence Pi -i isluu 



1» Reference is made to 



TOP SECRET CONTROr 
A. C. OF S., G-2, DA 



8^ 



Tab A, dated 22 October 1946, 
A 



subject* Intervitnr with Mr. J. P. Hatson, . 

2. Attached aa Tab B is a letter^addressed to all Military Attaches 




utmost secrecy and discretion be used wh*r Interviewing 
civilian informants. 





3 llJrHU 

l^J Recommendation : T 





1 at signature tab* oo veriug l e tte r 




Ai Mint- 



4. Concurrences: 



Chief Attache Br 



Chief Security Grp 



2 inols- 

1. Tab A-IOM-Interview with 

lylr. J. JP. ^*&£pa 

2. Tab B ^rMr ntter to MA's 




Colonel, GSC 
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DRAFT 

SB— " 

TOP SECRtf 'cbVJftof 
A. C. OF S., G-2 D4 

SUBJECT: Interviewing Civilian Informants in Foreign Countries ' n 




TO t All Military Atta.b*« £ MiiiVmp kttifrfr'Oifittr^atlf 



1. Security violations have recently occurred during interviews with civilian 

* 

employees of American firms in foreign countries. These violations have been 

brought to the attention of the *ar department by individuals who feel that many ', 

*-*\ 

n 

of the besic principles of intelligence security were violated during their inter- 
views with Military Attache oersonnel. 

2. These interviews, in many instances, have been conducted in public places 
with very li ttle ,.p€>nsi deration being given to cover and deception. In several 



a 



>^r Ur- 



eases names of, civilians* interviewed have been casually mentioned to - o t h e r s about 
to be interviewed. This has caused considerable concern to American firms and 
employees, who are generally willing to give freely very valuable information, 
provided that they as a source of such information are protected. 
% 3. The safeguarding of sources of information is one of the basic principles 

of intelligence and is vital to the success of the entire plan for the collection 
of information. Immediate and continuous action is indicated to insure that all 
civilian informants are afforded the utmost protection. If a civilian informant 
or an agent is compromised, such action will invariably reduce or eliminate his 

-— useful neg*^-aad~iB^-a^idlt^ Of equa l importance • 

any compromise of civilian sources through carelessness may well jeopardize the 
_ confidence in which the Office of the Military Attache is held by all sources of 
information. Civilian informants must be exploited, but in order to do this ef- 
feotively the maximum degree of security consciousness and discretion is required ~ 
of all attache personnel. 

EXCLUDED FROM GENERAL 

REGARDED UNCLASSIRH3 ^ ^ OBCi^ncAnoN schedwji 
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BY CDR USAINSCOM F0I/P0 
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1 



firms who art, in vmxying degrees r risking th#lr po»iti<» in fortJ.pi qotinfcriie "by" ^ 



supplying information to" the War Dei 

A. 



>nt. The value and amount of information : £ 



b 

which the War Department oan obtain from employees of Amerioan business firms will : 
depend primarily upon the confidence which such firms and employees hare in the War 
Department's ability to protect their security as sources of information. In this 

connection it should be borne in mind that there frequently exists a strong rivalry 
between such firms and that financial loss as well as intense, resentment may 
result if information obtained from one firm is divulged to another. 

5. The classified nature of effecting liaison with civilian informants must 
be kept uppermost in the minds of all attache personnel. All Military Attaches 

take appropriate measures to acquaint their staff with the above, and W & ^tyiAf 
liaison procedures A to conform with essential security requirements. 
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Military 1ntelliG!"k' division; g-2 

MILITARY INTELLIGENCE SERVICE 

INTRA - OFFICE MEMORANDUM 



- (FOR USE IN MID ONLY) 



FILE NO. 
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LASSIFICATrON 

(IF ANY) 



0 




40702 

NTP" r 



TO Chief , Intelligence Group 




and Interviewing CiviAdswjl informants 



1. Reference is made to Tab A , IOM dated 22 October 1946, subject: Interview 
with Mr. J. P. Watson. 

2. Attached as Tab B is a letter, classified Secret, addressed ,ifo all Military 
Attaches ordering that utmost secrecy and discretion be used when interviewing civi- 
le lian informants. 

3. This subject is now included in the Military Attache orientation course and 
will bd included in the Strategic Intelligence School # 

4. Rec onmendat i o n : That Chief, Intelligence Group sign the stencil of Tab B 

at signature tab. " "™ 

..^ ;? -* • 

5. Concurrences : 

■ ■ 

Chief, Attache Branch 



Chief, Security Group 




* / / 



1 



2 Incls 

1. Tab A, IOM "Interview with 

Mr. J. P. V/atson ..— 

2. Tab B, Stenciled Itr to MAs 



P. H. LASH, JR. 





GSC 



Plans & Information Control 

Branch 
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Plana 4 Info. DATE 6 Nt* 46 "COMMENT NO. 1 
Control Br. NAME 8 TEL it Col I.!ears/5245/fnl 
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V;: 



United States Department of State 



ill 



Washington. I). C. 20520 



Case Control No. 200200042 



Mr . John Young 
Cryptome . org 

251 W. 89 th St., Suite 6E 
New York, NY 10024 

Dear Mr. Young: 

I refer to your letter to the United States Army 
Intelligence and Security Command dated March 29, 2001, 
requesting - ma -i » d & £ ~G ^-~x&^±&iti^r&& release of a number of 
documents under the Freedom of Information Act. The 
enclosed documents originated with the Department of State 
and were therefore referred to us for appropriate action. 

We have determined that all of these documents may be 
released . 




Sincerel 



Director 

Office of IRM Programs and Services 



Enclosures : 
As stated 
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OF AMERICA 



_, . ... ,-. «,., — ^ 




ORKAL 





Dear Alex: 



- - - * 

Mo«co»> JUigtWt 31, 1963* 

t. of State, RPS/IPS/Margareti 



Exemption 





I want to Turing ttf your attention i i^Im or 
a%*empts within the . pact' few weeks to appr^cli jaea-r^rr 
of the staff who res Id* at American Housed It Is 
practically certain thafc these attests hav^ ^een made 
by the same individual* in view of the contr.^nts of 1 .e 
notes which have been passed, the aval lab des w r: icns 
of the individual,, and the fact that the attempts weref 
all made in the saxne axHMl of Moscow, near Aaaericaif Souse* 
All notes are signed "^elya", the Russian diminutive for 
Hikolai. ^ . % f , • 



-• 



Memoranda were prepared by each 'of the recipients 
of tha notes, and copie* Are being enclosed as of 
further assistance* Translations of these notes were 
toade by Mr* Emory C* Sti$MX* Second Secretary, In so 
far as the poor handwriting, can be deciphered* It is ~ 
suggested that you may wish to have the notli subjected 
to laboratory ezaroinati^B^ and the originals are beinc 
enclosed. In all instaatoes, the staff members concerned 
were instructed not to Jteep the appointment, re q^ffes ted, 
in view of the possibility of provocation d£ an attest 
at penetration* Ho furrier action will ba^fiken here 
unless we are * instructor to the contrary* 

Sinearely, 




s - 





„. p.. 



•s 





.v. —J* C 

Duncan 1 
Statement 





* J*? 



*3 



Urn* '' £. 



•TAi 



5wH 



3 ■ * 



<4 ■ 



itawri 



IneiiSant that 
7:50 ... 



place ^ ^ / 5^ ^ 



23 



fa. St ' 



Kill© Iking ftm Jfch* Jb»Tie^ I 
L#gmtion, * -Soviet ''o£%Kft«& (i'-cm <5jl|'l^ Brf*^ 



_ I would light hi3 cigitr#tte- M I hmv^ 

*S of t lines before on tte£* aa&a t hor o u ghX «*# i I- 



H >.« 

|Q g man's cigarette* Whil*. light fng the c_^__ . 
c^wj3 person dropped a small Xolded piece of p*p^er lit the 
&.§ t | palm of n^'haadSr On the piece of paper a note wa» 

laj|l language* Translation of the 



*IT IS RBCESSAR" 
IT THE HETRO 
OFFICE, IN ' 
WORDS ' MAX I 



— — . > - 



-.. — 



>h DIHU9Q ma 



>C:.-.- .• 



V "^r" I kept walking 
After airriring at thei 
if I could tell what 
f i r .je I cannot read 



- . . ■ f 



r.i.. 



X returned feo t: 
Danish Logi 
CUrk of the A 
»• After 
to get la 



©ff lie* iFfr 



not leare 



^.1 



^4; 



W ;3 



mi 



^6 



■3V. 



~3 



51 



■*1 



IT. - - 



£>1 



BP 



f "7 i 




^ O P Y 





ICRIPTION Of: 



WEIGHT : 
AGE: 

HEIGHT: 
HAIR: 




*■-* -m* 



L70 liifo; Sk'Ji^Sfe^- ' -V;-- ;-S 






itcly 170 
betwa#a 40 and 50 ye*r» 

approximately 5 fe«t 8 inched 




black # ' illghtly bald* 



v - - - ■ 



DRESS: dark p«nta, very dlfty, fto 



UILDr , stocky, slightly chubby fact*; 





Dcpr. of State, RP§/IPS, Margaret P. Grafelri, On. 
( Release ( ) Excise ( ,) Deny ( ) Declassify 
Date^ JyA^J^-^ Exemption _ „_ 




- 0 0 P Y 

Dep. of State, RPS^l'S, Margaret P. Grafeld, Dit 
(Release ( ) Excise ( )Deny( ) Declassify 
Date V/'<g/ 0 * t -" Exemption 




TRANSLATION OF 1-JTE RWBIVBP BY 

A J OUST 80 4 1953*.7;«UJMI« 



Gentleman I 1 1 

I have handed o 




stop 



a letter addressed tcTJlr* • 




whatsoever from you. 'I*: 

Once again I req*eat you for a "meeting, with aoae- 



one for arranging raatWra. If you e 



ry position is critical. You will underartArid tb*t I 






have a mission from Berlin* Ky dally fo 
may attract Russian observation* Tberet 
request today at 2200 OT tomorrow Jit 
unintelligible) a gentleman for a zoo ft 
the taxi stand opposlt* the main ajntrtti 
Park of Culture and R#«t. I ahall fci t 




r unwirt 



> ; 1 ■ 



wtsML • 



.J V 



- *- 

i 



r r 



Ti': 



(two word3 unintelllgllil©) on the Kropotici&aky Irtmnk- 



If you (two wordb onl#t«lligiblo) then ahMr XljjM; 





COPY 



-ex 





CO! 



of Aagtust S3L/^ta9 frcw - 
JbnEmbaa sy , MOb cow i; _ 



arrjiEtEMT of warreh 



$3 



. — . - 




On Saturday, 8 August 1V53, about 8:30 Iti t!afrV%^aa&>. 
I Xeft the American House to go to the Gorky %pfc^^^^-^ ; 
I started up the step* on the side of the Cric^n'- 
Bridge, I saw a nan stfcrriln^ next to the wall of. t£e X; 
steps* A3 I passed, hlM, he approached me and said' 
"Letter, please, letter, please*. With this, he 
8 lipped the attached note into my hands and turned and 
left* It was dark at this location and I was unable 
to ret any view of aim that could help to identify 
him# He left immediately • I returned to the American 
House and, hick the note and then proceeded to Sorkj^ £&rk* 
I turned— the note in to Cdr# PALM upon reporti&g fcur v 
work Monday a«nu 




. 1 

\ 

i 



/•/ Warren C. BLACKWBil* 



YN 



Depfc of State, TIPS/ IPS, Margaret P. Grafeld, Dir. 
(tfMetst ( ) Excise ( ) Deny ( ) Declassify 
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T10B 




v 




* • ■ ...... 



•s. 

-y. 



J-^C- ■^! < 'V: , » 'S'-'Sj^ 






;"^ ; '^ ?v^"- ^■^■:r -'-'-- - " - /** 

urgently oontaot yotf ; 



contact yoGil" representative today 
at IftOfr or J5pe*"or 2200* I »h*U be .--at Dynamo atatioj 
near "football* window H. 22, ataall take with, me the 
nagaslne Crocodile H 35. If net today, then daily at 



■1 



Kolya 



. Dept of State, RPS/IPS, Margaret P. Grafeld, Dk 
7 { ^Release ( ) Excise ( )Deny£ ) Declassify 
/ Hafe y 'Oy O ^ . Exemption -^.-..j,.,,,,,, 



<-.*■ • ; 





in 



3. 



con 



8T ATESC NT OF CONNEL 




"-4 




On Sunday 9 AugM*t # 1953 at about 
ing from Gorky Paiic bjr mycelf between US» - »ub*|iy, »t 
and the American Kouae on the aide a tree* ju**£ of f 
Main Drive adjacent to the American House* 1 tfifcijatg; 
by a man betv/aen 40 add 45 yearn old, moj^i^ly fe# 
forehead , rudely comp looted , stocky buiiti^aCTOtLt? 
tall,,. wearing a blue toiled suit witV a bl^pded. 
lately red sport shirt# In Russian he me- 
light for his cigarette and during the pities 3 of "gi *£njS 
him a light I cupped *jr hands protecting tr^^fie^be from 
the wind and in so doing he dropped a not*. In ray " ; ^an^" 
By the time I had unfolded the paper and realised' fhat 
had happerc&d he 7 load very hurriedly disappeared" up the 
street • 

I came straight back to the American House , con- 
tacted Ralph Clark (Art Clark), who reada Rusalan, and 
he in turn called Mr* Henry # the Firat Secretary, who - 
came down to the American House, read the frftte ai?d told 
me to write down what liad happened* The xjote It sr.*-. 

contents was 



Depfc of State, RPS/IPS, Margaret P. Grafeld,D& / *^ 0 ' E 
(^Rfilcaye C ) Excise ( ) Deny ( ) Declassify 
Date Exemption 
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TRANSLATION OF NOT] 

AUHET 




Urgent contact ne#eaaary« Today altera" .1^^' ^'^^ 
or 2100 - wait at the f£*xi stand opposite the 
central entrance to thff Gorki Park of Culture. 

* * 

• Y. c v 

In mj Viands the magazUSe Crocodile N 33. tf 
today there is no representative, tfaen I 
wait tomorrow at the 
Tl£00 or 1406 ♦ 



lye* 



I request you t^bend over 






♦ - • ' -re • t- " ' 





fall* If you do not, Jj)3»ball report fee 74*i$3 
or to Mr. Bohleru 

Deot of State, RPS/ IPS, Margaret R 
" (VfReleaseC ) Excise ( )Deny( ) 
n,t.,.\/#^ Exempuou 





- s 



C9H 



(/Releasee > Excise ( )Deny( )Declassttj 




COHFIDENTIAL 

v /*-"" •' 

Exemption 

STATEMENT OF WILLI A* 5 ** RETNOLDS 



TO: 

FROM: 
SUBJECT: 



Mr. O'Shaa^tai 
W. Reynold* 

Incident 




On August 20, 1963 at 7:20 p# m.,:^ ^feCfer 
a Russian citizen near KrlrnsI:! Most and Aske4.i*or * 
light for his cirarette. A3 1 lit his cigarette/ h* 
droppea a note into my cupped hands • 

As I was on my way to the Embassy, I continued 
the journey by^bus . Ihen I arrived at Miss Lee 1 * 
apartment^! called Mr* Henry and made an appointment 
for 9:00 in his office* 



i. 



I ehemed ISr. Henry the note, which waa wrltt*tt 
poor script on a plaia white envelope. We dlaeuaited ; 
the matter for some %l*e and he told m t* r(rttt^:t$^ .. 
the American House before 10:00* He aleo *dvt*f$ ; J*l . 4r ■* '■. V'* ^ 



— — - — — " -— • m ^— — — — - - — ^ £-» • I * J « T 

to report the matter to you In the ' 



At the present tllae I do not h*rm tt 
translation of the not*, but from the 1M 
the man wanted me to a»et bla in tromb 
at 10:00 that evening; dr 10:00 the follow 
to dlacuoa something tkout Berlin* 




The following 1*:,* brief description of Kb* Mia 
aa I observed him whll* lighting hie olgarettoj . ^ 
Approximately 5' 7" Hi height; 160 pound* in 
brown ©yea; brown haj»| ahaved; c l^bo»--e^»e<yi 
average as he was wearing a tie and the suit w«J brotm 
stripped; on his head fee wore a cap. Hie shoes were 
aandal type (brown) ♦ |£ 
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Washington. DM. 20520 
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Mr . John Young 
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251 West 89 LI1 Street 
Suite 6E 

New York, NY 10024 
Dear Mr. Young: 

I refer to your letter dated March 29, 2001 to the U.S. Army 
and Intelligence Command, requesting the release of certain 
material under the Freedom of Information Act (Title 5 USC 
Section 552) . Five of the relevant documents retrieved in 
response to your request originated with the Department of 
State and were therefore referred to us for appropriate 
action. We received this referral on February 14, 2002 ■ 

We have determined that all five documents may be released. 



Sincerely, 




Enclosures : 
As stated. 
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1, IZVESTIA'S BLAST AGAINST CIA NOV 16 APPEARS BE CLEAR " " • ' ^ . 
"PREPARATION" OF SOVIET PUBLIC FOR POSSIBLE LATER REVELATION ? M 
OF "PENKOVSKY PAPERS". • ARTICLE BY TROITSK IY SETS LINE THAT. / 
CIA HAS REPEATEDLY GIVEN OUT FALSE INFORMATION AND BEEN CAUGHT . 



:&>'<.MN ACTS OF DUPLICITY, CITING AS EXAMPLES MISINFORMATION ON ■ 
INR^v. ; | NUMBER OF COMMUNISTS BEHIND SANTO DOMINGO FEB COUP, U.S. #i 

CIA 



• »■ . ■ » « • 
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OVERFLIGHT OF FRENCH ATOMIC PLANT, ETC. IT ALSO POINTS OUT 5$V 
THAT "NEW SPY SCARE HAS RECENTLY BEEN RAISED IN U.S. AND 
BRITAIN". EXPOSE OF..UK PARLIAMENTARIAN ANTHONY COURTNEY IS • ,. } 

wm^m i : - ■ V *• / • • . • • ■ . •• . . s V^' 

r\ "A ,s^ s ^-''^-'.:':page two ruehcr isfd limited officialese ■ .• ' * • . . 

44 v-lti^^B'. DESCRIBED AS TYPICAL CASE WHERE SOVIET "SECRET POLICE" IS 
3? ERRONEOUSLY BLAMED FOR OTHERS SINS. ARTICLE ENDS ON NOTE : * 

vl^3 r|3»t€«p?^;- THAT CIA -AND BRITISH COUNTERPARTS. ARE HIGHLY DISCREDITED ,„, . 

i'si .ORGANIZATIONS WHOSE EFFORTS ARE DOOMED TO FAILURE. ' 'jM-:> 
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EXTREMELY ACID TASS TICKER NOV 16 COMMENTARY BY MAYEVSKY 
. .......... . ... PENKOVSKY PAPERS, WHICH NOT REPORTED SOVIET. PRESS,' CALLS. 

AA^HiA -PAPERS "STINKY CONCOCTIONS", "BALDERDASH," AND "CLUMSY" . 
^^llf FORGERIES BY CIA. / HE POINTS OUT ALLEGED ERRORS AND MISTAKES- 
■WMmmW PAPERS AS PROOF OF. THEIR FABRICATION FOR PURPOSES OF 
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Publication of the Penkovsky Papers 

RECEIVED WITHOUT GROUP CODE 

Ambassador Anatoliy F. Dobrynin, USSR ~ 
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Llewellyn E. Thompson/ Ambassador-at-Large 
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The Ambassador called at his own request and made the follow- 
ing oral statement: 

i > 
* 

. "Moscow has noted the publication in a number of 
American newspapers of the so-called "Penkovsky 
Papers" and a report that these "Papers" are going 
to be published soon in the USA and in England in 
the form of a book. Familiarization with the con- 
tents of these "Papers" leaves no doubt that they are 
a crude forgery concocted in the spirit of the worst 
. time of the "cold war. " There is attributed to Pen- 
kovsky a whole collection of stereotyped, slanderous 
fabrications about the Soviet Union, its policy and 
Soviet leaders. 



■ w 




"The authors of this forgery do not even stop before 
such' a monstrous lie as attributing to Soviet leaders 
the idea of preventive war which has actually been 
propagated, as is known, by certain circles in the 
West. • 
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"At the same time when one becomes acquainted 
with the contents of the "Penkovsky Papers" it 
becomes completely clear th^t they are not simply 
the product of the imagination of some irresponsible 
journalist. American and English intelligence ser- 
• vices whose ageriPenkovsky was, as proved in the 
. course of the trial against him in May 1963, lent 
their efforts to the fabrication of this forgery and ■ 
. to this entire provocational scheme, 

"In this connection the publication in the USA of the 
above-mentioned forgery and intention to publish it 
as a book cannot be viewed by us other than pre- 
• meditated action which is in direct contradiction of 
repeated pronouncements by representatives of the 
Government of the USA about striving for improve- 
ments in So viet- American relations. The responsi- 
bility for the negative consequences of this action 
• for Soviet -American relations, the state of which 
at present, even without this, leaves much to be de- 
sired, will rest on the American side. " 

I said I would make no official comment until there had been an 
opportunity to examine his statement. I said, however, I could 
tell him on a personal basis and off the record, that when the 
publication of this series was announced, I inquired of our 
people and was told that we had nothing to do with the publication 
- of this series. I said I understood that the CIA was asked whether 
. they had any objection to publication and that they had replied that 
; they had considered the matter solely from the security point of 
" view and from this point of view, had no objection to publication. . 

The Ambassador then asked if he could expect an official reply, 
and I said I presumed that he. could* . 
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Soviet Ambassador . Dobrynin,afc hie request, called ©h Tliotft^oa 
■ Stoveaber 15 to retake ofal statement r<s publication Pentcoveky Papers along 
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fallowing lines: 
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services 
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•:REF: EMBTEL' 1628. .'• v< V >- : . . 
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• 1 . PUBLTCATiON'PENKOVSKIY PAPERS' 'FI NALLY REVEALED .TO 'SOVIET^ /.i&l 
^•READERS. ON BACK PAGE TODAY'S. PRAVDA . i ARTICLE. BY GOLUBOV'^.VS'^ 
-TAKES SAME LINE AS EARLIER TASS COMMENTARY BY MEYEVSKY •.(RE'FTEtJJ M 
j'THAX PAPERS ARE CRUDE ^CONCOCTION" ' OF "PETTY FORGERIES". BY: 
•CIA AND ITS UK ASSISTANTS, AR TICLE.. ASSERTS WYNNE BETRAYED, 
[HIS "WARD" AND-: BRITISH 'INTELL.IGENCE.VOFFICIALS 'AND .'OFFERED^ 
'ESPIONAGE , 
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NSC 1. PENKOVSKY "PAPERS NOW ATTACKED IN LOCAL" PRESS AND GIVEN AS REASON' 
INR FOR RESTRICTIONS ON MILATTACHES (REFT EL > • CORRESPONDENTS ARE . , ;, 
CIA ALSO RECEIVING INDICATIONS HIGH LEVEL ATTENTION BEING GIVEN , ,r '^ 
NSA "U'EXT SOVIET MOVES. WINSTON (MCGRAW-HILL) WAS' TOLD BY SOVIET ' ..:! 
nA^NEWSMAM MATTER BEING DISCUSSED IN CENTRAL COMMITTEE AND SOME- 
.•Jr!: IN CC ADVOCATING RETALIATION AGAINST US GOVT, INFORMATIONAL. 
. ACTIVITIES, INCLUDING CESSATION AMERIKA DISTRIBUTION OR RESUMPTIONS 
JAMMING VOA. WINSTON STATES SOURCE PREVIOUSLY PASSED INFORMATION^ 
RSR BUT OF MORE MINOR NATURE. WINSTON PLANS REPORT ABOVE' NEXT ! " 
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WEEKS BUSINESS WEEK. 



ISECTION OBTAINED CC APPROVAL FOR THREAT AGAINST ROSENFELD, 
ASSURING CC THIS WOULD ACHIEVE RESULTS." NOW THAT WASHPOST 
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!2. ROSENFELD REPORTS THAT SOVIET ACQUANTANCE WITH "PRETTY 
[GOOD CONNECTIONS" TELLS HIM POSSIBILITY ROSENFELD EXPULSION 
i STILL UNDER ACTIVE CONSIDERATION. .SOURCE SAID FONOFF PRESS . 

" ■ '"!"■'»• **.-' 

. r ■ ; 
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DEFIED PRESSURE CC CALLING FOR ACTION. SOME UNIDENTIFIED PERSONS" A' 
>IH FONOFF REPORTEDLY OPPOSING FURTHER ACTION ON GROUND UNFORESEEABLE 
[CONSEQUENCES AND PAPERS ALREADY DONE THEIR DAMAGE. ROSENFELD 
i KEEPING IN TOUCH WITH SOURCE. (DEPT PRESUMABLY AWARE POST . EDITOR -V/* 
IWIGGI.N SAW DOBRYNIN AND EMPHASIZED SERIOUS VIEW POST WOULD 
TAKE TOWARD UNJUSTIFIED ACTION AGAINST ROSENFELD-. LATTER. REPORTS 
WIGGIN MAY BE PREPARED' RELINQUISH 
ONLY BE CONTINUED ON SOVIET TERMS 
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